MSC Trustgate.com Sdn. Bhd. (478231-x)
TRU SVGATE Suite 2-9,Level 2, Block 4801
CBD Perdana, Jalan Perdana
SECURE TRANSACTION. TRUSTED BUSINESS 63000 Cyberjaya
Selangor Darul Ehsan
Malaysia

Tel: +603 8318 1800
Fax: +603 8319 1800

ONLINE RENEWAL

Via
MyTrustlD Portal

Document Id ONLINE RENEWAL VIA MYTRUSTID PORTAL
Revision Number 1.0
Security Level Internal / External

This document contains confidential and competition sensitive information. The information
contained within should not be reproduced or redistributed without prior written consent
from MSC TRUSTGATE.COM SDN. BHD.




TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

Pre-requisite:

- Your computer must have internet connection.
- Trustgate USB Token is already plugged-in on your computer.
- Mozilla Firefox browser is installed on your computer.

1) Double click the Mozilla Firefox icon on your computer as below image.

Mozilla
Firefox

2) On Motzilla, click Tools > Options > Advanced > Certificates > Security Devices.
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3)

4)

TRUSYGATE

Devices Manager windows will appear. You must create a new PKCS#11 device
module named Trustgate Token by clicking button Load.

Device Manager

Security Modules and Devices Details Value
vNSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device
v CryptolDE PKCS#11 Module V2.0
Virtual Slot 0

Unload

Virtual Slot 1
Virtual Slot 2 Enable EIPS
Virtual Slot 3
v Builtin Roots Module
Builtin Object Token
vK3

OK

A Load PKCS#11 Device will window pop up. Enter the Module Name into your
preferred name to represent Trustgate token device. Then, click Browse to find
the Trustgate token library file.

@ Load PKCS#11 Device - X

Enter the infdmation for the module you want to add.

Module Name: | Trustgate Token

Module filename: |C\Wmdows\System32|q Browse... } 2

0K Cancel
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5) Browse for Trustgate.dll file on path C:\Windows\System32\Trustgate.dll, click on the
file to highlight it and click button Open. Then, click button OK.

@ Choose a PKCS211 device to load

- v « Windows > System32 »
Organize v New folder
2 Name -
3 Quick access & m,
& OneDrive %] TpmCoreProvisioning.dll
% Tpminit.exe
&8 This PC D tquery.dil
I Desktop tracerpt.exe
|~ Documents [#5] TRACERT.EXE
¥ Downloads 4] traffic.dll 1
D Music A
[/ Pictures
ate.sig
Technology Bep D Trustgate_s.dll
B Videos D tsbyuv.dll
‘e Local Disk (C:) AE =

v O Search System32

Date modified
16/07/2016 7:42 PM
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16/07/2016 7:43 PM
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16/07/2016 7:42 PM
16/07/2016 7:42 PM
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10/06/2016 11:50 ...
10/06/2016 11:50 ...
16/07/2016 7:42 PM

File name: ‘Trustgate.dll
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Cancel \

@ Load PKCS#11 Device

Enter the information for the module you want to add.

Module Name: [ Trustgate Token

Module filename: |C:\Windows\System32| ‘ Browse... \

Cancel ‘
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6) On Device Manager, the Trustgate Token module will be created as in below image.

Click button OK to continue.

Security Modules and Devices

NSS Internal PKCS #11 Medule
CryptolDE PKCS#11 Module V2.0
Builtin Roots Module

Device Manager

Value

v Trustgate Token
Trustgate token

vK3

Status
Description
Manufacturer
HW Version
FW Version
Label
Manufacturer
Serial Number
HW Version
FW Version

Not Logged In
ES3003 VCR 1

Securemetric Technology Sdn.Bhd.

1.0
1.0
Trustgate token

Securemetric Technology Sdn.Bhd.

5978370611070317
7.0
7.0

Log In
Change Password
Load

Enable EIPS

OK
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Online Renewal Step:

1) Enter www.msctrustgate.com to do renewal process. Click Apply on QUEST3PLUS box.

callus Inquiries

(+603) 8318 1800 TRUSTGATE sales@msctrustgate.com

9am - 6pm (Monday - Friday)

SECURE TRANSACTION -
TRUSTED BUSINESS

MYCUKAI QUEST2PLUS KLJANGNET BY BNM

Quick Link

Certfication
About US Career Authoritos

e S symantoc
Recognition Frequently Asked
Questions

_Za s )
\ Y MSC secureo |
Sah Compary

2) Enter MyKad / Passport No. and Username (as registered with QUEST3+ Portal) and click Next
button. Please wait while your data is being retrieve from BPFK database.

BIRO PENGAWALAN FARMASEUTIKAL TRUSYGATE
KEBANGSAAN (BPFK QUEST3+)

MNew Certificate Enrollment Request

0_ ) 3 2

Instructions

=
=

Enroliment Instructions

Please read and understand the Enrollment Instruction below:

Application Info  Fill up your informations required for RA verification.
Upload Documents ~ Attach scanned capy of your MyKad/Passport, Company Registration Form and Gompany Authorization Letter (in JPEG or PDF format, with
size below 2MB) to assist verification
Make Payment Payment can be made using any of the following: Credit Gard / Debit Card (VISA/MASTERCARD) or upload payment receipt if payment made
through Manual Payment (Cash, Bank Transder or Cheque)
Complete  Once complete, kindly wait for the verification and issuance of your certificates by our RA. You may check your request status by logging to
MyTrustiD Portal

Quest3+ Certificate Enrollment Application

XXRRRREXZREX JOO0EXX Next @



http://www.msctrustgate.com/
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3) Kindly fill out the asterisk(*) field and upload all the supporting documents for verification
process and click Next button. Note: Wait until your files successfully uploaded.

BIRO PENGAWALAN FARMASEUTIKAL TRUSYGATE
KEBANGSAAN (BPFK QUEST3+) e m—

Mewy Certificate Enroliment Request

B o Farmassutic |
° o «
FoTacio: Amlkzknkl  Podege 5 Disc
Company Information
BRHEX XEANRRXNXXXX
PXRADOREGIONNX MOHD JAUZE BERHAD
Full Name 2
PRSP IRRAOIRORAKIRAANONX Lot 28, Jalan Universit
Mool o
XPVODAKXXX Cyberjays
Personnel Information MALAY EIA
123456789

Supporting Documents

Ple3se upload Scanned Gogy of your MyKadPasspor, Company Regisiration Form and Company Autortzation Lemer

“oxar flle Fi5 Deen sucoestlly upkaded
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4) Please select renewal package as provided accordingly.

BIRO PENGAWALAN FARMASEUTIKAL TRUSYGATE
KEBANGSAAN (BPFK QUEST3+)

New Certificate Enrollment Request

Enroliment for new client digital ID for Biro Peng: Far i Keb:
° ° O ‘ : ¢
Instructions Application Info Package & Pricing Disclaimer Payment Complete
Package Pricing & Description
Package * Description
Select Package
New User - Certificate + USB Token - 1 Year - RM260 Valdity (Days)

New User - Certificate + USB Token - 2 Years - RM290

Supplementary User - Certificate + USB Token - 1 Vear - RM245

Supplementary User - Certificate + USB Token - 2 Years - RM275

Renewal - Certificate Only - 1 Year - RM48

Renewal - Certificate Only - 2 Years - RM95

Change Autharized Person - Certificate Only - 1 Year - RM58

Change Authorized Person - Certificate Only - 2 Years - RM105 Tax (GST 6%)

Subtotal (RM)

Pricing and description will show as per selected package. Click Next button.

New Certificate Enrollment Request

nt digital 1D for Biro Pengawalan Farmaseutikal Kebangsaan

° @ 4 5 6

Instructions Application Info Package & Pricing sclaimer

Package Pricing & Description

Package

Description

Renewal - Certificate Only - 3 Years - RM140 Certificate Only
Validity (Days)
1095
Subtotal (RM)
140.00
Tax (GST 6%)
84

Total Amount (RM)

148.40

Back Next @
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Read and agree Disclaimer - Digital ID subscriber Agreement, then click Save and proceed
button.

New Certificate Enroliment Request

Enrollment for new client digital ID for Biro F Ki
o O © \ ° ’
Instructions Application Info Package & Pricing Disclaimer

Payment Complete

Digital ID Subcriber Agreement

SUBSCRIBER AGREEMENT

YOU MUST READ THIS SUBSCRIBER AGREEMENT ("SUBSCRIBER AGREEMENT") BEFORE APPLYING FOR, ACCEPTING, OR USING A VERISIGN

CERTIFICATE OR DIGITAL ID ("CERTIFICATE" OR "DIGITAL ID"). IF YOU DO NOT AGREE TO THE TERMS OF THIS SUBSCRIBER AGREEMENT, DO NOT
APPLY FOR, ACCEPT, OR USE THE CERTIFICATE

1. Certificate Application and Description of Certificates. This section details the terms and conditions regarding your application ("Certificate Application”) for a
Certificate and, if VeriSign accepts your Certificate Application, the terms and conditions regarding the your use of the Certificate to be issued by VeriSign to you as
"Subscriber" of that Certificate. A Certificate is a digitally signed message that contains a Subscriber's public key and associates it with information authenticated by
VeriSign or a VeriSign-authorized entity. The Certificates provided under this Agreement are issued within the VeriSign Trust Network ("VTN"). The VTN is a global

| hereby confirm that all the information given for this application is true and accurate and have not withheld any information that would affect the acceptance of my application. By

signing this application form, | also agree to be bound by the terms and conditions as stipulated in Client ID Digital Certificate Subscriber Agreement, and any amendments made
thereto from time to time.

and proceed ©

Select Payment Method.

BIRO PENGAWALAN FARMASEUTIKAL TRUSYGATE
KEBANGSAAN (BPFK QUEST3+)

SECURK TRANSACTION. TRUSTED BUSINESS

New Certificate Enrollment Request

Enroliment for new client digital ID for Biro F

© © © © O, :

Instructions Application Info Package & Pricing Disclaimer Payment Complete
Payment Method Payment Details
Payment type Total Amount (RM)
Select Payment 50.90
Credit / Debit Card Status

Others

Pending payment

Reference No
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i)  Credit / Debit Card

Payment Method

Payment type

‘ Credit / Debit Card

2 E3 Pay Now

Kindly complete payment details and click submit

(@ @ Managepay Services Sdn. Bhd. (MY) https://www.mdex.my/mdex/payment/eCommerce

Internet Payment Gateway Mpay

Payment Details
Pay To: MSC Trustgate.com Sdn. Bhd.
Invoice No: MSCTG000000000000363
Product Description: Certificate Only|16]|365]|48
Amount: RM50.80
Payment Timeout: 06:36

Choose Payment Options

VISAG®

Credit Card Details
Cardholder name Cardholder Name
Credit card no Credit Card Number
Card type - E|
Expiry date - E| - E‘
CVC/CVV2
What is this?

ii)  Others — via cash deposit machine, over the bank counter (please upload proof of payment /
receipt/ bank in slip) and click Submit.

Payment Method

Payment type

‘ Others

{ Upload Proof of Payment

-10
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7) Submit and Congratulation notification will appear as below.

BIRO PENGAWALAN FARMASEUTIKAL TRUSYGATE
KEBANGSAAN (BPFK QUEST3+) T m—

t=vs Certificate Enrollment Request

D for Biro Pengawalan Farmaseutikal Kebangsaan

Instruclions Appiication infa Package & Pricing Chscialmer Fayment Complsie

Congratulaticns!

Your request is comp

System will auto create account and send access code to registered email to access MyTrustID
Portal. User will get notification email which has a login URL and access code to MyTrustID
system.

Mon 28/8/2017 10:12 AM

mpki-support@msctrustgate.com
MSC Trustgate MyTrust ID - Registration Info

To najwa@msctrustgate.com

© We removed extra line breaks from this message.

Dear Tester Q3 ,

Thank you for your registration at MSC Trustgate MyTrustlD System. You can now login with credentials below:

URL :I https://www.msctrustgate.com/mytrustid/client/login I

Id: [Your mykad/passport]

Access Code:|9AK4IN3D

I1f you have any questions about your application, please contact us by replying to this email message.

-11
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8) Enter MyKad / Passport (which is registered with BPFK) and access code (got from email
above). Click Login button.

TRUSYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

MyTrust ID

Sign in using temporary access code

Please enter your Mykad / Passport No and acc

& A001

8 9AK4IN3D| Resend Access Cod

Don't have an account yet? Create an account

Customer Support & Contact

D 2017 MSC Trustgate. Al rights reserved

9) Click All Requests to check your request status to renew certificate.

Type of status:

1) Submitted - User has submitted request and pending for verification
2) Verified - Request has been verified and pending for certificate approval
3) Pending pick up - Certificate has been approved and pending for user to pick up certificate

& ) istgat M www.msctrustgate.com,

rE $ A O =

B Most Visited @ Getting Started @ QUEST 3+ U MSCTG ELeave System ¢ Najwa - OTRS 55 W Control Center W MSCTG RA System [ Administrator ESA @ hitpsy/digitalidmsctr.. % My View - Mantis8T

TRUSPGATE

DASHBOARD

@)
Manage Profile Manage Certificates Customer Support

©2017 MSC TRUSTGATE. Al rights reserved
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10) Click Details to see your certificate details.

Status: Verified - Request has been verified and pending for certificate approval

€ Oawm ! r 0 . msctrustgate.com 1 o wiB ¥

B Most Visited @ Getting Started @ QUEST 3+ T MSCTG ELeave System ¥ Najwa - OTRS 55 OF Control Center W MSCTG RA System [ Administrator 54 @ httpsy//digitaticimsctr.. 8 My View - MantisBT

TRUSYGATE

ALL REQUESTS

New Request

Date Submitted v Action Project Package Validity Amount Status More

126101324 Entoliment BPFK Questds Renawal | Carticate Only Verified E]

Certificate details request

€ Dam " msctrustgate.com [ wE & A

B Most Visited @ Getting Started @ QUEST 3+ [ MSCTG ELeave System ¢ Najwa - OTRS 55 \IF Control Center W' MSCTG RA System [@) Administrator ESA @ ntipsy/digitalidmsetr... F My View - MantiseT

TRUSYGATE

CERTIFICATE MANAGEMENT

" Request Information Package Information

324 elails Certifical

Statu Verified Validity

Project Information

Project Name Shipping Information
rga \ Farmaseutikal Kebangsaan Mathod Self Collect al MSC Trustgate, Cybarjaya
anization Unit \ PLL

Personal Information Payment Information

Nationality Non-Malaysian

Passport No ADO1 ale

Full Na ter Q

Emai ) Igate 1 )

Mobil ) i T

Addre:

-13
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11) Once your renew request have been approved by Administrator, you will get below email.

Mon 28/8/2017 10:2
mpki-support@msctrustgate.com
Your Digital ID is ready

M

To najwa@msctrustgate.com

@ We removed extra line breaks from this message.

Dear Tester Q3,

Our Administrator has approved your Digital ID renewal request and ready to be pick up in the portal.
To login, please use below access code or your current digital certificate.

URL: https://www.msctrustgate.com/mytrustid/client/login

Id: [Your mykad/passport]
Access Code: 9AK4IN3D

Once logged in, kindly go to Certificates Management -> All Requests -> Details -> Action -> Pick Up Please take note that the system requires browser Mozilla Firefox for
key generation purposes.

If you have any questions or problems, please contact our Administrator by replying to this email message.

Status: Pending Pick Up - Certificate has been approved and pending for user to pick up
certificate

€ Oan 1g 8hd. (M msctrustgate.com - 4B 4 A
B Most Visited @ Getting Started @ QUEST 3+ U MSCTG ELeave System % Najwa - OTRS 55 U Control Center U MSCTG RA System [@) Administrator ESA @ httpsy/digitalidmsctr... F4 My View - MantisBT

ALL REQUESTS

New Request

)  Certificates Management <

Date Submitted v Action Project Package Validity Amount Status

2017-08-28 10:13.24 Enroliment BPFK Quest3+ Renewal | Certificate Only 365 0.00 Pending Pick Up

-14
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12) Pick up the certificate into the token. Note:

Pre-requisite: (Refer point number 1 - 6)

- Your computer must have internet connection.

- Trustgate USB Token is already plugged-in on your computer.
- Mozilla Firefox browser is installed on your computer.

- Already add Certificate Device in Firefox Mozilla browser.

13) Check all your certificate details and Click Action = Pick Up

€ Dam . . Bhd. (M msctrustgate.com ] t/cert t ! | ] TB &0

B Most visited @ Getting Started @ QUEST 3+ U MSCTG ELeave System - Majwa - OTRS 55 'O Control Center 0! MSCTG RA System [ Administrator ESA @ hitps/digitalidmsctr... iy My View - MantisBT

TRUSPGATE

Organization Unit WESTIPLUS
Personal Information Payment Information
Nationality Non-Malaysian Status
A001 Date 2017-08-28
int Information biiad
Email 2 con Amount 0.00
B Certificates Management < Mobils No 0187852338 Reference G
Addrass .
High Grade
city
Stats
Country My
Pick Up
Personnel Information
Designation Tester
Office Phone No
Organization Unit QUESTIPLUS Prica
e
Personal Information
about:blank
Nationality
Passport Ne 2017.08-28
nt Information Fullama
Email 000
Eh  Certificates Management < ohbe Mo T
Address
Choose Token Dialog x
City

Posicode Please choose a token. -
lon:
— [software security Device gl —
Software Security Device
Country
Pick Up

Company Information

Company ID
Registration No

Company Name MSC Trustgate com sdn. bhd

-15
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15) Enter Token PIN for Trustgate token and click OK

TRUSVQATE

yganization Unit QUESTIPLUS Price

Personal Information
about:blank

G Certificates Management <

Password Required

Postcode 0 Please enter the master password for the Trustgate token m
oK Cancel
Pick Up

Company Information

Certificate, Private Key and Public Key is being generated.

TRUSPGATE

Organization Unil QUEST3PLUS

Personal Information
about:blank

Mationality
Passport No 2017(
Full Nam
Email i
<
Mobile T
Addr
City Generating A Private Key x
Key Generation in progress... This may take a few
minutes.
Please wait. ..
Plck Up
Personnel Information
Desi
ica Phone N
Fax Ne
Company Information
Ragistration No
Name M Trustgate com sdn. bhd

-16
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Certificate has been successfully installed. Click OK button.

Mobile N 1 T
Addres: b
Dawm MY) http msctrustgate.com/mytrustid/acc it/certmanA/w:
City
Postcods TRUSYGATE |
Late
untry Generate User Certificate

Personns] Information Status: Certlficate has been succesfully installed
Designation

wone No Alert x
Offica Fax No 1), Your personal certificate has been installed. You shauld keep a backup copy of this certificate.

[

Company Information

Company ID

Supporting Document

16) Open PKI Token Manager to verify certificate already installed into the token. Click
Certificate > Enter user Token PIN and click Login button.

W Trustgate Token Manager X

TRUSUYGATE

an USB TOKEN MANAGER

=@ Configuration

: Q Token Info Logf_rl Token
. @@ Change UserPIN

User PIN: |m*m’1
5--|\3(, Uphions
() About Login | ‘ Cancel I

-17
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17) Certificate Manager will show Certificate’s name, Signature and Key Exchange usage which
include Certificate, Private Key and Public Key. Click Certificate = click View button.

W Trustgate Token Manager x

USB TOKEN MANAGER

=@ Configuration
. @ Tokenlnfo Certificate Manager
‘@ Change User PIN

(F-\ Certificates = @ Tester Q3+'s MSC Trustgate.com Corporate 1D [Token] CA L
I'F‘ Options B~ 73DBCBB4B73CECSB10433B5DE40EDOFSCCA3DEAE
,-*{ Abpnut === Signlu and Key Exchange usage
e - Certificate
[ PrivateKey
- PublicKey
< >
View Imnport Logout

Certificate Information will show details below:

«f View certificate X
General Ccrtﬁcation Path

) Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: Tester Q3+

Issued by: MSC Trustgate.com Corporate ID (Token) CA

Valid from 28/8/2017 to 29/8/2018

Install Certificate...| = Issuer Statement

OK
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Click Details tab = click Subject field to view certificate details.

unl View certificate %

General Details Certification Path

Value G

120574 34 26 f2 3a f405b0 ...
shalRSA

shal

Issuer MSC Trustgate.com Corporate...
(=] valid from Monday, 28 August, 2017 8:0...

= vali Wednesday, 29 August, 2018 ...
Tester Q3+, Company ID - AB...
RSA (IN4R Rite) v

ICN = Tester Q3+

IOU = Company ID - ABCD 1234

lOU = MyKad/Passport No - A001

|0U = QUEST3PLUS Token

|0 = Biro Pengawalan Farmaseutikal Kebangsaan

EdiPropertes..  CopytoFie.. |

-19



